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Deploying and Using ArcGIS Enterprise in 

the Cloud



Quick Survey

• Your role in your organization

• Already a cloud user

• Running Esri deployment on AWS

• Running Esri deployment on Azure

• Consider yourself knowledgeable of AWS and/or Azure



ArcGIS Enterprise Support for Cloud Providers
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Before Starting

On-premise AWS / Azure

Esri authorization files

Domain_name for your application

SSL Certificate for your domain

Esri software setups

Infrastructure

Machines/VMs/Networks

Web Servers and/or Load Balancer

File Server

Data storage/Database

…...

Esri authorization files

Domain_name for your application

SSL Certificate for your domain

Azure/AWS Account and IAM roles



Start Deployment

On-premise AWS / Azure

Some knowledge about your infrastructure 

Manually run setups/configurations on all 

machines, or

Deployment automation

Some knowledge about Azure/AWS

AWS

• Esri CloudFormation template
• One deployment for different patterns
• Scripting tools, python or powershell
• Esri ArcGIS Cloud Builder CLI for AWS (10.6)
• Customization with AMIs/CF Templates

Azure

• ArcGIS Enterprise Cloud Builder for Azure
• ARM Templates
• DSC Automation



Deploying on ArcGIS 

Enteprises in the cloud is a 

lot like building a house….



You can build everything from scratch...



You customize ...



Turnkey solution



Manual

● Our images (AMIs) or yours
● Most flexible

● Can automate using Chef or Powershell DSC

● Most work

Cloud Formation Templates / ARM Templates

● Our images or customizations of our images
● Full automation through AWS / Azure console using templates

● Many, but not all architectures

● Can customize template

Cloud Builder

● Easiest
● Our images

● Full automation through Esri tool

● Common architectures, including high availability

Cloud Formation Templates

Cloud Builder

Manual



Azure

ArcGIS Enterprise Offerings



Getting Started

- Get an Azure subscription

- https://azure.com

- Get ArcGIS Enterprise software license

- https://accounts.esri.com

- Get ArcGIS Enterprise Cloud Builder (one-click application)

- http://links.esri.com/azure/azure-cb-download

Enterprise

https://azure.com/
https://accounts.esri.com/
http://links.esri.com/azure/azure-cb-download


How do we deploy ArcGIS Enterprise on Azure?

- Ready to use Virtual Machine Images

- Public Azure

- U.S. Government Cloud

- Approaches

- Deployment Tools

- Cloud Builder

- Automation

- Manual 



- What is it?

- Deployment tool 

- Easy to deploy and manage

- # Machines 

- DB’s

- SSL Certificates 

- Upgrades 

https://links.esri.com/azure/1071/cb-download

ArcGIS Enterprise Cloud Builder for Microsoft Azure



Cloud Builder

- Desktop application for Windows

- Wizard Driven Experience

- Deployment

- Post Deployment

- Configure Azure native features

- Azure Managed Databases

- Azure Key Vault

- Azure Blob Storage



Deployment Options

Single Machine Multiple Machines

Single Tier
(All in One)

Multiple Tiers
ArcGIS 

Data Store

Hosting 

Server

Portal for 

ArcGIS

Reverse

Proxy

File Share Azure Blobs + Tables Azure Files (SMB)

Storage

Options



Why it’s a big deal |  Azure IaaS Concepts

• Resource Groups

• Load Balancers

- Layer 7 vs Layer 4

• Traffic Rules

- NAT (Network Address Translation) 

Rules

- Load Balancer Rules, Health Probes

• Virtual Networks 

- Subnets, CIDR, Network 

Interfaces (NICs)

- Network Security Groups

• Windows Firewall Configuration

• Web Server SSL Certificates 

• Availability Sets/ VM Scale Sets

• Azure Key Vault

• Azure Active Directory



Other Automation options 

• Cloud builder is great, but what else?



ARM templates

• Template Parameters

• Automation 

• Licenses

• SSL Certificate

• Designer to generate automation artifacts



Deploying ARM templates

• Visual Studio

• PowerShell

• CLI on Bash

https://enterprise.arcgis.com/en/server/latest/cloud/azure/automate-your-arcgis-enterprise-deployments.htm



Cloud Builder VS. Automation 

Wizard Driven

Customize or Extend

Power Simplicity

Visual 

Studio

PowerShell



Packer templates on github | New at 10.7.1

https://github.com/Esri/arcgis-packer

• Build Custom Virtual Machine Images

• Industry Standard Packer (HashiCorp) technology



Manual approach

- IT Policies 

- No Public IP addresses

- Public Images

- Architectural differences 

- Linux deployments 



Demo

Cloud Builder



How Cloud Builder Works

Under the hood



Two Responsibilities

- Provision Infrastructure Resources

- Azure Resource Manager (ARM) API

- Trigger In-VM Configuration of ArcGIS Components

- Automation using PowerShell Desired State Configuration (DSC)



Provision Azure Infrastructure Resources

- Virtual Machines

- Network Interfaces

- Disks

- Availability Sets

- Load Balancers

- Virtual Networks

- etc



Stage Deployment Artifacts

- SSL Certificate

- Certificate.pfx

- Automation Code

- DSC.zip

- License

- License.prvc



Trigger Deployment using ARM Template

az group deployment create --name $deploymentName --resource-group $resourceGroupName --

template-file 'azuredeploy.json' --parameters $paramsFile

New-AzureRmResourceGroupDeployment –Name $deploymentName -ResourceGroupName

$ResourceGroupName -TemplateFile $TemplateFile -TemplateParameterFile $TemplateParametersFile



• Single hostname (endpoint) for Web GIS Deployments

- Azure Application Gateway (Layer 7 Load Balancer)

- Ability to use Web Application Firewall (WAF)

• Support for deployments accessible using a Private IP

• Able to deploy Tile Cache Data Store on separate tier of machines

- Couch DB deployment changes at 10.8

Deployment Architecture Changes | New at 10.8



V1

Deployment Concepts | Conceptual Software Architecture

Notebook Server

ArcGIS Server

Image Server

GeoEvent Server

GeoAnalytics Server

GeoEnrichment Server

(for Business Analyst Enterprise)

federated

registered

Managed
Relational
DataStore

Tile Cache Spatiotemporal

ALL federated ArcGIS Server Roles

- Fully qualified domain name (FQDN)

federated

Portal

Hosting

Server

Web

Adaptor



V2

Deployment Concepts | Conceptual Software Architecture

Notebook Server

ArcGIS Server

Image Server

GeoEvent Server

GeoAnalytics Server

GeoEnrichment Server

ALL federated ArcGIS Server Roles

- Single (FQDN)

Portal

Hosting Server

registered

Managed
Relational
DataStore

Tile Cache Spatiotemporal

/portal

/server

/notebooks

/arcgis

/image

/geoevent

/geoanalytics

/geoenrich

Azure

Application

Gateway



AWS

ArcGIS Enterprise Offerings



Users want this... ...but are forced, due to 

compliance reasons, to 

use this….
Cloud Formation Templates

Cloud Builder

Manual



My images have to …..

...start from our IT department’s 

base image.

...use a particular version of 

Windows.

...have to be built by certain people.

Compliance Issue #1



Esri Private Image Build

Now in beta!

Your base 

image

Add Chef

(Add D:\)

Run Esri’s 

Build Script



Private Image Build Demo























We can’t have any of our 

servers in a public subnet.

Compliance Issue #2



DMZ Architectures

New @ 10.8!



Public Subnet Architecture

Internet

Security 

Group
Subnet 1 Subnet 2

Load Balancer

(incoming traffic)

Public 

Subnets

Security Group

● Incoming - web 

only

● Outgoing - any 

traffic



DMZ Architecture

Internet

Security 

Group
Subnet 3 Subnet 4

Internet Gateway + 

Load Balancer

(incoming traffic)

NAT Gateway 

(outgoing web 

traffic)

Private 

Subnets

Public 

Subnets (empty - no instances) (empty - no instances)

Subnet 1 Subnet 2



Is a DMZ architecture right for me?

● Advanced workflow

○ Cloud Formation or Manual

○ Requires considerable networking knowledge

● Only available at 10.8

● Public Subnets or DMZ?
○ Security benefit - customer should decide

○ Public subnets require less knowledge

○ DMZ architecture does not require more time

○ Accessing DMZ machines requires a “bastion” server.



ArcGIS Enterprise Cloud 

Builder

New @ 10.7.1!



Wait, I thought there already is a Cloud Builder?

There has been an ArcGIS Server Cloud Builder since 10.1.  

For Enterprise, Cloud Formation has been the story since 10.3.



Then why introduce a Cloud Builder then?

In a few words…..

Certificates Licensing Typos



Wait, are there two Cloud Builders for AWS then?

The ArcGIS Server Cloud Builder’s last 

release was 10.7.

The ArcGIS Enterprise Cloud Builder can 

launch stand-alone ArcGIS Server sites and 

ArcGIS Enterprise deployments.



What does the Cloud Builder do then?

Launch 

and 

Upgrade



You get all of these….

● Base deployment

● Base deployment + GeoAnalytics

● Base deployment + Image Hosting Server 

+ Raster Analytics
● Highly available base deployment + highly 

available federated ArcGIS Server

● Base deployment + GeoEvent

● Base deployment + Notebook Server + 

GeoAnalytics
● Base deployment + Image Server

● Any stand-alone ArcGIS Server server 

role

...in record time!

Launch

...with one click...



Upgrade

When you launch... ...we store your deployment 

information...
Your S3 

bucket

your 

deploymen

t 

information

...so we have all the 

information we need to 

upgrade.

License Info



10.8 Items of Note 

Notebook Server New CLI Operations
(start, stop, and list)

Open some ports when 

upgrading
(29079-29090 and 4369)



In closing....

We’re removing barriers 

to adoption.

Upgrades, working on 

making them easier, more 

reliable

Cloud Builder -

easier, faster


